Optimal Jammer Placement in Wireless Localization
Systems

Sinan Gezici, Suat Bayram, Mehmet Necip Kurt, and MohammezaRsholami

Abstract—In this study, the optimal jammer placement prob- the network, and the optimal power allocation strategies ar
lem is proposed and analyzed for wireless localization sysins. proposed for the jammer nodes to maximize the average or

In particular, the optimal location of a jammer node is obtained e \minimum Cramér-Rao lower bounds (CRLBS) of the target
by maximizing the minimum of the Cramér-Rao lower bounds

(CRLBs) for a number of target nodes under location related nodes [8]. The results provide guidelines for quantifyihg t
constraints for the jammer node. For scenarios with more effects of jamming in wireless localization systems [8].
than two target nodes, theoretical results are derived to sgcify The study in [8] assumes fixed locations for the jam-
conditions under which the jammer node is located as close to mer nodes and aims to perform optimal power allocation,
a certain ta(;ge_t “gdte as podsséb'et' or ”f‘ethomt'ma' tlocagon 0'2"?‘9 which leads to convex (linear) optimization problems. Iisth
jammer node is determined by two of the target nodes. Also, ; . X . .
explicit expressions are provided for the optimal locationof the ma”F‘SC”Pt' _the main purpose IS to d(_atermlne the_ Op“”.‘a'
jammer node in the presence of two target nodes. In addition, location of ajammer node in order to achieve the best jamming
in the absence of distance constraints for the jammer nodet is ~ performance in a wireless localization network consistifig
proved, for scenarios with more than two target nodes, thathe multiple target nodes. In particular, the optimal locatadrthe
Iopt|rtr_1a| jan;r?ﬁr t'°°at't°” '('jes on éh.e go?vex. h”é' E)orrtned byﬂ:he jammer node is investigated to maximize the minimum of the
ocations of the target nodes and is determined by two or thre . . B
of the target nodes, which have equalized CRLBs. Numerical .CRLBS for the target nodesf in a wireless quallzatlon n_ekNor
examples are presented to provide illustrations of the theetical in the presence of constraints on the location of the jammer
results in different scenarios. node. Although there exist some studies that investigate th
Keywords: Localization, jammer, Cramér-Rao lower bound, jammer placement problem for communication systems, e.g.,
max-min. to prevent eavesdroppers [9] or to jam wireless mesh nesvork
[10], the optimal jammer placement problem has not been

|. INTRODUCTION considered for wireless localization networks in the &tere

Position information has a critical role for various locati (S€€ [1] for the conference version of this study).
aware applications and services in current and next geoerat .
wireless systems [2], [3]. In the absence of GPS signals, e.@' L|t(.erature Survey on Node Placement o
due to lack of access to GPS satellites in some indoor envi-Optimal node placement has been studied intensely for
ronments, position information is commonly extracted fror¥ireless sensor networks (WSNs) in the last decade, and
a network consisting of a number of anchor nodes at know@rious objectives have been considered for placement of
locations via measurements of position related paramstets Sensor nodes. For example, in [11] and [12], the aim is to
as time-of-arrival (TOA) or received signal strength (R§) Provide complete coverage of the WSN area with the minimum
In such wireless localization networks, the aim is to ackiepumber of sensor nodes. In [13], the aim is to maximize the
high localization accuracy, which is commonly defined ififetime of the network via distance based placement wieerea
terms of the mean squared position error [4]. the resilience of the network to single node failures is the

Jamming can degrade performance of wireless localizatiBtin objective in [14]. In another study, powerful relay eed
systems and can have significant effects in certain scenari@€ placed together with sensor nodes in order to increase th
Although jamming and anti-jamming approaches are inveletime of the network [15]. o
tigated for GPS systems in various studies such as [5]-[7],Placement of jammer nodes in wireless networks can be
effects of jamming on wireless localization networks haverformed for various purposes [16]. While the aim of jammer
gathered little attention in the literature. Recently, aeldss Placement is generally to create disruptive effects on the
localization network is investigated in the presence ofrjem network operation, different objectives are also considen
nodes, which aim to degrade the localization accuracy &€ literature. In[17], the aim is to divide network into gaiots

and to prevent the network traffic between those subparts
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[21] focus on finding positions of jamming devices for takingarious special cases are investigated and theoreticaltses
security actions against them; e.g., physically destipyfiem are presented to characterize the optimal solution. Ealbgci

or changing the routing protocol, in order not to traverse ththe scenario with two target nodes and the scenario with more
jammed region [21]. Another technique is to rearrange thikan two target nodes and in the absence of distance caristrai
positions of the nodes in the network after each attack awe investigated in detail. Various numerical examples are
order to mitigate the effects of jamming [24]. In additionpresented to verify and explain the theoretical resultse Th
[16] employs a game theoretic approach, in which the attackmain contributions of this manuscript can be summarized as
tries to maximize the damage on the network activity whil@llows:

the aim of the defender is to secure the multi-hop multi- e The Opt|ma| jammer p|acement prob'em in a wireless
channel network. Actions available to the attacker aretedla localization system is proposed for the first time.

to choosing the positions of jammer nodes and the channel |n the presence of more than two target nodes, conditions
hopping strategy while the action of the defender is based on are derived to specify scenarios in which the optimal
choosing the channel hopping strategy. . __ jammer location is as close to a certain target node as
approaches for node placement. In case of jamming, plac- the straight line that connects two target nodes (Proposi-
ing jammer nodes close to source and destination nodes, at tjon 2). In addition, for the case of two target nodes, the
the critical transshipment points of the network, or where gptimal location of the jammer node is specified explicitly
sensor nodes are dense are among such approaches [10].(proposition 3).

By evaluating efficiency of different jammer locations, ske , |y the absence of distance constraints for the jammer
heuristic approaches can be analyzed and compared fousario  npode, it is proved, for scenarios with more than two target
scenarios. In some studies such as [9], the best jammer loca- nodes, that the optimal location of the jammer node lies
tion is chosen among finitely many predetermined locations.  on the convex hull formed by the locations of the target
possible to place jammer nodes at desired locations due to tjlized for specifying the location of the jammer node.
topological limitations, risk of visual detection by en@si , For scenarios with three target nodes and in the absence
or tight security measurements [10]. In addition, for both  of distance constraints, it is shown that the optimal
jammer and sensor node placement, the grid base approach jammer location equalizes the CRLBs of either all the
is widely employed. In this approach, the continuous sensor  target nodes or two of the target nodes, which correspond
grid size is reduced, performance of node placementimgrove nodes, respectively (Propositions 5 and 6-(a)). In addjtio

in general; however, the required computational effortmal fi 5 necessary and sufficient condition is presented for the
the best location increases as well. In [10], based on thk gri optimal jammer location to be on the interior or the

based approach, it is shown that the most disruptive effect o poundary of that triangle (Proposition 6-(b)).
the network occurs when jammer nodes are placed close tQ |n the absence of distance constraints for the jammer node

source and destination nodes. Similarly, in [16], it isetathat and in the presence of more than three target nodes, it
the optimal solution for jammer nodes is to jam the network s proved that the optimal jammer location is determined
flow concentrated near source and destination nodes. by two or three of the target nodes (Proposition 7).

Plgcel_”nent of anch_or nodes has _been studied for W|_rel fe main motivations behind the study of the optimal jammer
localization systems, in which the aim is to perform optima

deployment of anchor nodes for improving localization acc placement problem for wireless localization are related to
L’Eerformlng efficient jamming of a wireless localization t&ys

racy of target nodes in the system [25]-[28]. For example, o
[26], placement of anchor nodes is performed in order to mi Qg of an enemy) to degrade localization accuracy, aed pr

H X N enting theoretical results on optimal jamming perforneanc
imize the CRLB in an RSS based localization system. On the . - Sy .

. LS ich can be useful for providing guidelines for developing
other hand_, the authors in [28] (_employ an optimization r.néth%nti—jamming techniques (see Section VII).
based on integer-coded genetic algorithm for optimizing th

average localization error and the signal coverage estimat
Il. SYSTEM MODEL

B. Contributions Consider a wireless localization network in a two-
Although placement of anchor nodes is considered fdimensional space consisting &f4 anchor nodes andV,
wireless localization systems (e.g., [25]-[28]) and piaeat target nodes located gt € R?, i =1,..., N4 andx; € R?,
of jammer nodes is studied for communication systems (e.g.= 1,..., Ny, respectively. It is assumed that’s (y,’s)
[9], [10], [17]), there exist no studies that investigatee thare all distinct. The target nodes are assumed to estimate
problem of optimal jammer placement in wireless localizati their locations based on received signals from the anchor
systems. In this manuscript, the optimal jammer placememtdes, which have known locations; i.e., self-positioniag
problem is proposed and analyzed for wireless localizatimonsidered [4]. In addition to the target and anchor nodes,
systems. In particular, the minimum of the CRLBs of the targthere exists a jammer node at locatienc R?, which aims
nodes is considered as the objective function (to guaranteedegrade the localization performance of the network. The
that all the target nodes have localization accuracy badindammer node is assumed to transmit zero-mean Gaussian
by a certain limit) and constraints are imposed on distancesise, as commonly employed in the literature [10], [29}}[3
between the jammer node and target nodes. In addition to thén this manuscript, non-cooperative localization is stakli
generic formulation, which leads to a non-convex problemhere target nodes receive signals only from anchor nodes



(i.e., not from other target nodes) for localization pugms I1l. CRLBS FORLOCALIZATION OF TARGET NODES

Also, the connectivity sets are defined a§ = {j <

{1,...,N4} | anchor nodej is connected to target nod@ Regarding target nodg the following vector consisting of
for i € {1,...,Nz}. Then, the received signal at target nogthe bias terms in the LOS and NLOS cases is defined [38]:

1 coming from anchor nodg is expressed as [8] [ , L»}T .,
b ... b if j eA;
1) 1] ? 3

< bij = ©)
9 T .
ri(t) = alisi(t = 5) +7iV/Prvij(t) + nij () (1) [b}j . bfjj] , if j e AN
k=1
for t € [0,Tons), @ € {1,..., Nz}, andj € A;, whereT,,s From (3), the unknown parameters related to target ricate

is the observation timeg!, and 7% represent, respectively,defined as follows [39]:

the amplitude and delay of théth multipath component .
between anchor nodg and target nodé, L;; is the number g, 2 [mT bl v ol al } 4

of paths between target nodeand anchojr nodg, P; is v A A AD TiA(1) A (A @

the transmit power of the jammer node, ang denotes the \ynere 4, (5) denotes theth element of seld;, |A;| represents
channel coefficient between target nadend the jammer node ,, o iH,, anday;; = [a! maLij}T The
during the reception of the signal from anchor noderhe otal noise level is assuméa to beUkrTownijb eaiéh ta'r et node
transmit signals;(¢) is known, and the measurement nois& The CRLB for | . T y d 939 '
n;;(t) and the jammer noisg/P; v;;(t) are assumed to be € or location estimation is expressed as [39]
independent zero-mean white Gaussian random procdesses . 5 1

where the spectral density level ef;(t) is No/2 and that E{[|2; — =} > tr{[Fz‘ }2><2} ®)

of v;;(¢) is equal to one [8]. Also, for eache {1,..., Nr}, . ) ) .
ni;(t)'s (vi;(t)'s) are assumed to be independent faz A; .2 wherez; represents an unbiased estimate of the location of

The delayr” is expressed as target nodei, tr denotes the trace operator, a#t] is the
* Fisher information matrix for vecto@,. Based on the steps
= (lly; — @l +0) /¢ (2) in[39], [F;'],,, in (5) can be stated as
with bfj > 0 representing a range bias anbeing the speed of [Fi_l}2><2 — Ji(zs, Py) ! 6)

propagation. Se#; is partitioned as follows4; = AFUANL,
whereA} andA}N* denote the sets of anchors nodes with linawhere the equivalent Fisher information matdi(;, P;) in
of-sight (LOS) and non-line-of-sight (NLOS) connectioms tthe absence of prior information about the location of thget

target node, respectively. node is expressed as (see Theorem 1 in [39] for the derigtion
It is noted from (1) that a constant jamming attack is

considered in this study, where the jammer node constantly . _ Aij T

emits white Gaussian noise [33], [34]. This model is well- Ji(@i, Py) = XA:L No/2 + Pylyi;)? PijPij (7)

suited for scenarios in which the jammer node has the akility
transmit noise only, or does not know the ranging signals eMh
H o0
ployed between the anchor and target nodes. In such scenario N 47T2512-|0<}j|2 218 (f)1Pdf
02

the jammer node can constantly transmit Gaussian noise for Aij = (1=%&j), (8)

efficient jamming as the Gaussian distribution correspdads A . T

the worst-case scenario among all possible noise disitoisit bij = [cospij singi] . ©)

according to some criteria such as minimizing the mutum ®), B;

information and maximizing the mean-squared error [35]+[3 r
Remark 1: In practical wireless localization systems, mul

tiple access techniques, such as time division multiplessc

denotes the effective bandwidth, and is given
by 57 = 7, PISi(NPAf/ [Z 185(F) df, with S;(f)
representing the Fourier transform ef(¢), and the path-

. . erlap coefficient;; is a non-negative number between zero
or frequency division multiple access, are employed so thaY one, that is) < €, < 1 [40]. In addition, ¢y in (9)

the signal from each anchor node can be observed by e%ﬂ&j _ \
target node without any interference from the other anch pnotes the angle between target noded ancho_r nodg.
nodes, as stated in (1) [32]. Therefore, for each target ,node':rom (5) and (6)’_ the CRLB for target nodecan be
the received signals related to different anchor nodesagont®XPressed as follows:

jamming signals that correspond to different time intesvad
frequency bands; hence, for eathy;;(t) for j € A; can be
modeled as independent.

CRLB; = tr {J;(z;, P;) "} (10)

whereJ;(x;, Py) is as in (7).

1Even though it is theoretically possible to mitigate theef of zero-mean _Remark 2. Even thoth the jammer nmse received at.
white Gaussian noise by repeating measurements, the atiseninterval different target nodes can be correlated in some cases, this
(the number of measurements) cannot be increased afyitmripractical does not have any effects on the formulation of the CRLB for

localization systems since the location of a target nodelshapproximately ;
be constant during the observation interval. Also, indrepshe observation each target node since the CRLB for a target node depends

interval for localization can lead to data rate reductionsystems that ONly on the signals received by that target node (cf. (7) and

perform both localization and data transmission. When iptalindependent (10))_ In other words, since each target node is performing

measurements are taken, thg; term in (8) can be scaled by the number ofggtjmation of its own location, the jamming signals thaeeif
2The transmitted signals;;(t)’s, are assumed to be orthogonal [32] (cf.the signals received by other target nodes are irrelevant fo

Remark 1). that target node.



IV. OPTIMAL JAMMER PLACEMENT is provided for the jamming of wireless localization system
A. Generic Formulation and Analysis which corresponds to the best achievable performance &or th
jammer node and the worst-case scenario for the localizatio
etwork. Hence, based on the results in this study, a wseles
I8Ralization system can specify the maximum amount of

much as possible. The CRLB is considered as a performa'?)%?formance degradation that can be caused by a jammer node

metric since it bounds the localization performance of gaar and take certain precautions accordingly (see Section VII)

node in terms of the mean-squared error [32], [41], [42]. In The problem in (15) is non-convex; hence, convex optimiza-

particular, the minimum of the CRLBs of the target nodes tfon tools cannot be employed to obtain the optimal location

considered as the objective function to guarantee thahall tof the jammer node. Therefore, an exhaustive search over the

target nodes have localization accuracy bounded by a BeMal, cinie locations for the jammer node may be required in

limit. The proposed problem formulation is expressed, uasSeneral. However, some theoretical results are obtaindakin
on (10), as follows: following in order to simplify the optimization problem ii%)

The aim is to determine the optimal location for the jamm
node in order to increase the CRLBs of all the target nodes

maximize min  tr {J;(x;, Py) "'} under various conditions.
# i€{l,. N1} (11)  Proposition 1: If there exists a target node, say thié one,

subject to ||z — x| >, i=1,...,Np that satisfies the following inequality,
wheree > 0 denotes the lower limit for the distance between /g, p, N, ) K;P; No
a target node and the jammer node, which is incorporated idto —— + 5 ) S, [z =z + ) 5
the formulation since it may not be possible for the jammer ¢ Ze{li;t;NT} Ti— el T e
node to get very close to target nodes in practical jamming (16)
scenarios (e.g., the jammer node may need to hide) [10].

Similarly to [32] and [43], the channel power gain betwee@nd if set{z : [z — x| = ¢ & ||z — =il > ¢,i =
the jammer node and thi¢gh target node is modeled as L...,6 = 1,0+1,...,Nr} is non-empty, then the solution
5 of (15), denoted byz°P*, satisfies||z°Pt — x| = ¢; that is,
lyii |2 = K <L> , (12) the jammer node is placed at a distancezofrom the /th
|z — il target node.

for ||z — ;|| > do, whered, is the reference distance for _ Proof: See Appendix A -

the antenna far-fieldy is the path-loss exponent (commonly Proposition 1 presents a scenario in which the jammer
between 2 and 4), anli; is a unitless constant that depends ofiod® must be as close to a certain target node (denoted
antenna characteristics and average channel attenuddgn [PY target node’ in the proposition) as possible in order to

It is assumed thatk;'s, do, v, and ¢ are known, and that maximize the ‘minimum of the CRLBs of.the target nqde;.
e > do. (Also, the channel power gain between the jammé‘? this scenario, the feasible set for the jammer location is
node and theth target node is assumed to be constant durirﬂ?n'f'c_anﬂy reduced, which simplifies the search space for
the reception of the signals from the anchor nodes.) Frory (181€ optimization problem in (15).

the CRLB in (10) can be stated, based on (7), as follows: In order to specify another scenario in which the solution
' ’ of (15) can be obtained in a simplified manner, consider the

CRLB, = tr {J;(zi, Py) "'} = R, ( KiPy ﬂ) optimization problem in (15) in the presence of two target

|z —ill¥ 2 nodes/; and/, only; that is,
(13) K; Py N,
~ o . il 0
whereK; £ K,(dy)” and HANTIZS el ) i <|Z — x| * 7) 17)
-1 subject to ||z — @y, || > €, ||z —xp,]| > €
A T
R; = tr Z Aij @i bij : (14)  where ¢1,¢, € {1,...,Ny} and ¢, # 0. Let z?, and
JEAT CRLBy, ¢, denote the optimizer and the optimal value of

\;ija7)' respectively. (In the next section, the solution ie th
presence of two target nodes is investigated in detail.)nThe
the following proposition characterizes the solution 056)(1
aximize  min ( K;Py &) under certain conditions. N

z ie{l,..Nr}  \lz —xi]]r 2 (15) Proposition 2: Let CRLB;, ; be the minimum o€ RLB,, ¢,
subject to ||z — x| >e, i=1,...,Ny for ¢1,¢5 € {1,...,Nr} and ¢; # {5, and letz;"' denote

i ) , _ . the corresponding jammer location (i.e., the optimize(d¥)
Since the jammer node is assumed to know the localization gy ¢, = k and £ = i). Then, an optimal jammer location

lated parameters in this formulation, a performance berekm 5iqined from(15) is equal tozz?it if z(];f)it is an element of
set{z : |z —@xnl >, me{l,...,Np}\{k,i}} and

Then, the optimization problem in (11) can be expressed,
(13), as follows?

3The jammer node is assumed to know the localization relatednpeters
so that it can solve the optimization problem in (15). Altgbuhis information
may not completely be available to the jammer node in pralcscenarios, K,, Py No
this assumption is made for two purposes: (i) to obtainahitsults which can Ry | —5——— + —+ | 2 CRLBg, (18)
form a basis for further studies on the problem of optimalrjaen placement ||z°p I¥ 2

S —x
ST e s . e k, m
in wireless localization systems, (ii) to derive theoratitimits on the best !

achievable performance of the jammer node (if the jammemrnsdsmart for m, e {1 o NT} \ {k z}
and can learn all the related parameters, the localizatioaracy provided in p f" = ’ 15 ’ d a7, it ted thatRLB
this study is achieved; otherwise, the localization aauia bounded by the root: From ( ) an ( )' It IS note k,is

provided results). defined in the proposition, provides an upper bound for the



problem in (15). If the conditions in (18) are satisfied, the
objective function in (15) becomes equal to the upper bound,
CRLBy,;, for z = z". Therefore, if 2" satisfies the
distance constraints (i.e., if it is feasible for (15)), édomes
the solution of (15). |
Proposition 2 specifies a scenario in which the optimal T
jammer location is mainly determined by two of the target
nodes since the others have larger CRLBs when the jammer
node is placed at the optimal location according to those tw#y 1. A scenario withV; = 7 target nodes, wherg! denotes the convex
jammer nodes only. In such a scenario, the optimal jammeil formed by the locations of the target nodes (the gragjar@ointz is
location can be found easily, as the solution of (17) is semplhe Projection ofz; onto .
to obtain (in comparison to (15)), which is investigatedtie t
following section. Remark 3: The ineffectiveness of the distance constraints
can naturally arise in some cases due to the max-min nature
. of the problem; that is, the solution of the problem(1%) can
B. Special Case: Two Target Nodes be thepsame in the presence and absene:e ofrtrﬁe ():onstraints
In the case of two target nodes, the solution of (15) cgBee Section VI for examples). In addition, for applicasiom

Ts5

easily be obtained based on the following result. which small (e.g., ‘nano size’ [18]) jammer nodes with low
Proposition 3: For the case of two target nodes (i.&y = powers are employed, the jammer node becomes difficult to
2), the solutionz°P* of (15) satisfies one of the following detect; hence, it can be placed closely to the target nodes,
conditions: leading to a low value of in (15).
(i) if |21 — 22| < 2¢, then||z°P' —x; || = [|2°P" — x5 = €. First, the following result is obtained to restrict the pibks
(i) otherwise, region for the optimal jammer location.
(@) if R, (@ + %) < R (% 4 %) Proposition 4: Suppose thatVy > 3 ande — 0. Then, the
then || 2P — @] = ¢ and || — @, = 1”w o zo|| — ¢ optimal location of the jammer node lies on the convex hull
1 2 1 2 . :
_ KoP) | No K\ Py No formed by the locations of the target nodes.
(b) if Ry (E—V + T) < M=o T 2 ) Proof: Let # denote the convex hull formed by the loca-
then||2°P" — x4 || = ||&1 — 2| — € and ||2°P' — xs|| = <. tions of the target nodes; that i, = Conv(xy,...,xN,.) =
(0) otherwise, |27 — 21| = d* and =" — @ = (YN v, | SV v = Lo > 0,8 = L...,Np}. By
|21 —2||—d*, whered* is the unique solution of the following definition, # is a nonempty closed convex set. Lst be any
equation overd € (e, ||x1 — x2|| — ¢). point outside?. Then, by the projection theorem [45], there
exits a unique vectog, in #H that is closest toz;; that is,
R, (KIPJ + &) =Ry ( Kol + &) 29 = argmin, .4, || z—21]| (i.e., z2 is theprojectionof z; onto
av 2 (|l — @2l — d)” 2 ‘H). The projection theorem also states thais the projection
(19)  of z; onto#H if and only if (21 — 22)7 (23 — 22) < 0 for all
Proof: See Appendix B. m =23 € H [45]. This condition can also be stated as
Based on Proposition 3, the optimal location of the jammer Z?ZB _ zfzg _ Z2Tz3 + ”z2”2 <0. (20)

node can be specified fav¥ = 2 as follows: If the distance
between the target nodes is smaller tlan then the jammer Multiplying the terms in (20) by 2 and moving some of the
node is located at one of the two intersections of the circlesrms to the other side, the following inequality is obtaine
around the target nodes with radiussoéach. Otherwise, the o 5 7 5 7
jammer node is always on the straight line that connects the 22122 — [22]]7 = 227 23 + [|z2[]” — 225 23 - (21)
two target nodes; that iflz""" — a1 | + ||2°"" — 2| = 22— Sincez; ¢ H andzs € H, ||z — 22|| > 0 is satisfied, which
2, |. In this case, depending on the CRLB values, the jammgr equivalent to||z, > > 227 25 — ||z2|/%. Then, from (21),
node can be either at a distancezofrom one of the target {he following relation is derived:

nodes (the one with the lower CRLB) or at larger distances
than ¢ from both of the target nodes. In the first scenario, llz1)|? > 22T 25 + || 2] — 22T 25 . (22)

the optimal jammer position is simply obtained a%** = . 9 . . L
2, + (x4 — ;)¢ /|2y — 2,|| when the jammer node is at aA\dding ||z;(|* to both sides of the inequality in (22), and rear-

distance of: from theith target node. In the second scenarid@n9'ng the terms, the following distance relation is aobie
an equalizersolution is observed as the CRLBs are equated, 21 — 23] > || 22 — 23] (23)
and the optimal jammer location is calculatedz48" = x; +
(xy — x1)d* /|2 — x1||, whered* is obtained from (19).  for all z3 € #H. Hence, for any pointz; outside H, its
projection ontdH, denoted byz,, is closer to any poing; on
. L ‘H. Therefore, the optimal jammer location cannot be outside
C. Special Case: Infinitesimally Small the convex hulli{ formed by the locations of the target nodes
In this section, the optimal location of the jammer node ias the CRLB for each target node is inversely proportional to
investigated forN; > 3 in the absence of constraints on thehe distance between the jammer and the target nodes
distances between the jammer node and the target nodes; thathe statement in Proposition 4 is illustrated in Fig. 1. As
is, it is assumed that the constraints in (15) are ineffectivstated in the proof of the proposition, for each location
In this scenario, various theoretical results can be obthinoutside the convex hulH (formed by the locations of the
related to the optimal location for the jammer node. target nodes), its projection, onto H is closer to all the



locations onH, hence, to all the target nodes. Therefore, the Proposition 6: Consider a network with target nodées,
optimal jammer location must be always on the convex hulh, and ¢35, and suppose thaCRLBy, ¢, is the minimum
generated by the target nodes. of {CRLBgl,gz, CRLBy, ¢,, CRLBy, ¢, } (se€(26)).° Also, let

In [46], a semidefinite programming (SDP) relaxation basexgp represent the optimizer q6) for m = ¢, andn = /5.
method is proposed for localization of target nodes in thEhen the optimal jammer location obtained fr¢24) satisfies
absence of jamming, and it is observed that target nodesdshathe following properties:
be in the convex hull of the anchor nodes in order to performa) If the optimal jammer location is on the boundary of
accurate localization. However, this observation is dif¢ the triangle formed by target nodes, /-, and /3, then the
from the result in Proposition 4 in terms of both the consider optimizer of (24) is equal toz{"', , and the CRLBs for target

problem and the employed proof technique. nodesf; and ¢ are equalized ]by the optimal solution; that is,
Towards the aim of characterizing the optimal jammerRLB,, (z?pté ) = CRLBZQ(z}?p} ).

location for N > 3, the scenario withVy = 3 is investigated  b) The optimal location for the jammer node is on the

first. Consider a network with target nodés /2, and/; (i.e., boundary of the convex hull (triangle) formed by target reode
Nr = 3). The max-min CRLB in the absence of distance,, ¢,, and /5 if and only if
constraints is defined as

1
CRLBy, g0, £ max  min  CRLBu(z)  (24)  [lay, — =27 | < \/ Py, (% ~ &) @

me{ly 2,03} B zé L2 R[S 2
where CRLB,, (2) is given by (cf. (15)) Proof: See Appendix E. -
N K,,P; No Proposition 6 presents a necessary and sufficient condition
CRLB;,(2) = R (m 5 ) (25) for the optimal jammer location to be on the boundary of

the convex hull (triangle) formed by the three target nodes
According to Proposition 4, the optimal jammer locatiorslie(see (27)) in the absence of distance constraints. To eitiliz
on the triangle formed by the locations of target node<, the results in Proposition 6CRLBy, ¢,, CRLBy, ¢,, and
and/s. In particular, the jammer node can be either inside tiﬁ;‘-RLBg2 ¢, are calculated from (26), and the condition in (27)
triangle or on the boundary of the triandlé=or the former is checked. If the condition holds, the optimal location for
case, the following proposition presents the equalizeureat the jammer node is obtained as specified in Part a) of the
of the optimal solution. proposition, which results in equalization of the CRLBs (ar
Proposition 5: Consider a network with three target nodegeast) two of the target nodes. Otherwise, the optimal lonat
(i.e., Ny = 3). If the optimal jammer location obtained fromfor the jammer node belongs to the interior of the convex, hull
(24) belongs to the interior of the convex hull (triangle) formednd the result in Proposition 5 applies.
by the locations of the target nodes, then the CRLBs for theBased on Propositions 4—6, the following result is obtained
target nodes are equalized by the optimal solution. to characterize the optimal location for the jammer node for
Proof: See Appendix C. B Ny > 3 and in the absence of distance constraints.
Based on Proposition 5, it is concluded that if the optimal Proposition 7: Suppose thatV > 3 ande — 0. Let the
jammer location obtained from (24) belongs to the interianax-min CRLB in the presence of target nodes/,, and
of the convex hull (triangle) formed by the three target repde/; only be denoted b¢RLB, 4, ¢, Which is as expressed in
then the resulting CRLBs for the target nodes are all equel. [24). Assume that target nodés;j, andk achieve the minimum

investigate the scenario in which the optimal jammer lasati of CRLBy, 4, ¢, for 1,052,035 € {1,..., Nz} and {1 # {5 #
is on the boundary of the triangle formed by target nofles /3, and Ietz"pt denote the opt|m|zer of24) corresponding
{3, andls, CRLBy, , is defined as to CRLB; that is, for (¢1,02,¢3) = (i,5,k). Then, the

optimal location for the jammer node (i.e., the optimizer of
(152 in the absence of the distance constraints) is equal to

where CRLB,, () and CRLB,,(z) are given by (25). First, Zi.k , and at least two of the CRLBs of the target nodes are
based on Proposition 3, the following result is obtainedviar equallzed by the optimal solution.

. ; : Proof: See Appendix F. [ |
t t nod = 2) in the ab of distance constraints S . .
(?;gea n_?O;}.SNT ) in the absence The significance of Proposition 7 is related to the statement

Corollary 1: For two target nodes and without distanc hat the optimal location of the jammer node is determined
constraints on the location of the jammer node, the optim3y N0 more than three of the target nodes for infinitesimally
jammer location (se€26)) is on the straight line segment thatsmalls In addition, when the optimal location of the jammer
connects the target nodes, and the CRLBs for the target nodi@de is obtained based on Propostltlon 74Y,, it also
are equalized by the optimal solution. becomes the solution of (15) i£;", is an element of

Proof: Consider Proposition 3 withk — 0. Then, the {z|[z — x| > ¢, i =1,...,Nr}. OtherW|se (15) results
only possible scenario igi)—(c), which results in an equalizerin a different solution.
solution with the jammer node being located on the straightFinally, the following corollary is obtained based on Prepo
line segment that connects the target nodes. m sitions 5-7.

Then, the followmg proposition characterizes the scenari Corollary 2: Consider the scenario in Proposition 7 and
in which the optimal jammer location according to (24) is osuppose that the optimal location for the jammer nox:jj@,k,
the boundary of the triangle formed by the target nodes. belongs to the interior of the convex hull formed by target

CRLB,,, £ max min{CRLB,,(z),CRLB,(2)}  (26)

4If the target nodes are co-linear, then the jammer node e@ssith the Sitis possible to extend the results to scenarios in WitRLBy, o, is
boundary of the ‘triangle’, which in fact reduces to a sthdifine segment.  not a unique minimum.



x If 2Pt is feasible according to (15), thestPt =

unc

z°Pt - Otherwise, solve (15) directly to obtain

ZSES_'

It should be noted that the solution of (15) requires a two-
dimensional search over the set of feasible locations for
the jammer node. On the other hand, the algorithm based
on Propositions 5-7 involveéj\gT) optimization problems,
each of which is over a one-dimensional space due to the
equalizer properties in the propositions. In the worst case
where (15) is solved exhaustively{» N1 evaluations of the
CRLB expression in (13) is required, witNz denoting the

Fig. 2. The scenario in Corollary 2, where the optimal lamatfor the number of feasible locations in the environment (considgri
jammer node corresponds o a point in the shaded (gray) area. a certain resolution for the search). On the other hand,én th
best case, Proposition 1 can be applied and the optimal jamme

nodesi, j, and k. In addition, letCRLB; ; be the minimum location can be obtained with no more thaNr)* CRLB
of CRLB; ;, CRLB; ,, andCRLB; ;, which are as defined in €valuations (see (16)).

(26), and Ietzz’_";t represent the jammer location corresponding

Opt . . .
to CRLB;,;. Then, 27", cannot be II’.ISIde any of the clrcles V. EXTENSIONS
centered at target nodes j, and k with radii ||lz; — 277,
|z _Z?E_tH, and .., respectively, where ' In practical localization systems, an anchor node can be

connected to a target node if the signal-to-noise ratio (BMR
— the receiver of the target node is larger than a certain hiotds
di 2 K/PJKI@ (CRLBi,j _ &) _ (28) Since the jammer node degrades the SNRs at the target nodes,
Ry, 2 it may be possible in some cases that the set of anchor nodes
that are connected to a target node can change with respect
The statement in Corollary 2 is illustrated in Fig. 2. Acto the location of the jammer node. In order to incorporate
cording to Corollary 2, the jammer node cannot be inside agych cases, the problem formulation in the previous sestion
of the three circles shown in the figure, and the only feasiblein be generalized as follows: Let; in Section Il now
region is the shaded area. This corollary is useful to reduggpresent the set of anchor nodes that are connected to the
the search region for the optimal location of the jammer nodgh target nodein the absence of jammingn addition, let
Based on the theoretical results in this section, the faligw SNR;; denote the SNR of the received signal coming to
algorithm can be proposed for calculating the optimal liecat target nodei from anchor nodej, which can be expressed

of the jammer nodez°"*, for the generic problem in (15): asSNR,; = E;;/(K;Ps/|z — =i||" + No/2), where E;; is
« If Ny = 1, z°Pt can be chosen to be any point at dhe energy of the signal coming from anchor ngdg.e., the
distance of= from the target node. energy of the first term in (1)) anfl; P /||z — @;||” + No/2

« If N; = 2, 2°P* can be obtained from Proposition 3)S the sum of the spectral density levels of the jammer noise

which presents either a closed-form solution, or a solutidff- (12)) and the measurement noise. Then, the conditian th
based on a simple one-dimensional search (see (19)).SNRi; is above a threshol&NR ., can be expressed, after
o If Np >3, some manipulation, as follows:

— If the conditions in Proposition 1 hold°Pt is at a 1/v
distance of from a specific target node. |z — x| > ( Kiby 7 ) L dl.ijm (29)
’ — No/2 !

— If the conditions in Proposition 2 holdz°Pt is Eij /SNRghy
determined by two of the target nodes, as described ,
in Proposition 3. fori e {1,...,Nr} andj € A;, whereE;; /SNR, > Ny/2
— Otherwise, holds forj € A; by definition. The inequality in (29) states

- that if the distance between the jammer node and target
¥ éForgeach ddéSt'nCt group of three target nodes, Sfode i is larger than a critical distance]™, then target
1, b2, andts, o _ _ nodei can utilize the signal coming from anchor node
- Calculate the pairwise CRLBs in (26) considptherwise, target nodé cannot communicate with anchor
ering the equalizer property in Corollary 1,nodej. In this scenario, the CRLB expressions can be updated
and determine the minimum of them, sayy incorporating these conditions into (7) as follows:

CRLBy, 4.
- If the condition in (27) of Proposition 6 holds, Aij L 2=y >dim

SetCRLBy, 1, ¢, 10 CRLBy, 4. Jilwi Pr)= ) — JEE i b0y (30)
- Otherwise, obtairCRLBy, ¢, ¢, from (24) un- a0 1V

der the equalizer constraint specified in Propo-
sition 5. wherel denotes an indicator function, which is equal to one
« Determine the minimum of theCRLB, ,,,. When the condition is satisfied and zero otherwise. From, (30)
1,£2,%3

terms and the corresponding optimal locatiorfh® CRLB in (13) and (14) can be expressed, via (12), as
z°Pt (i.e., the optimal location in the absence of

unc

distance constraints). CRLB;(d;) = Ri(d;) (KiPs/(di)” + No/2)  (31)
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whered; £ ||z — x;|| and

‘ %nch‘otr noii;
-1 or * Jan?mer node for Py =6
Jammer nodes for P; from 0.5 to 15
Ri(d;) = tr Z XifL{g,saimy iy g . (32 8 Lot
jeAF s
Based on the new CRLB expression in (31) and (32), tt £ ¢ -
extensions of the theoretical results in Section IV can t . Target 3 |
investigated as follows: Proposition 1 can directly be sgpl % 7 A
by replacing the condition in (16) with the following: QO 4 ij;A j
CRLBy(¢e) < min  CRLB;(||z; — x| +). (33) l 4 « SR
ie{l,..., Nr} s \
I, . /
Similarly, Proposition 2 can be employed by using the fol il 'Fa:ggt’Z
lowing inequality instead of (18)CRLB,, (||2" — ) > — -
CRLBy, ;, whereCRLB;, ; denotes the solution of (17) when horizontal fm]

R; in the objective function is as defined in (32). Regardiny
Proposition 3, Part(:) directly applies, and Partii)—(a) Fig. 3. The network consisting of anchor nodeg(a6], [10 0], [0 10], and
and Part(ii)—(b) are valid when the definition of?; is [10 10]m., and target nodes & 5], [6 2], and[9 4]m

updated. However, Pafti)—(c) does not directly apply since
equalization may not be possible due to the discontinuo 2
nature of the CRLB expression in (31) and (32). Hence, |
this scenario, instead of (19), the following conditionssld
be employed forl*:

CRLBl(d) > CRLBQ(le — wQH — d) for d < d*
CRLBl(d) < CRLBQ(HCEl — :132” — d) for d > d*

T
CRLB for Target 1|
CRLB for Target 2
CRLB for Target 3
max-min CRLB

1.8

*>OO

161

(34) S1af
E
Proposition 4 can also be directly applied under the assompt @ *2¢
that the jammer node cannot disable all the target nodes frc @
a location outside the convex hull (that is, the minimum CRLI O 1
of the target nodes should be finite for all jammer locatior
outside the convex hull). Regarding Propositions 5-7, tt
continuity property of the CRLB plays an important role foi
proving the results in these propositions. Therefore, tthey
not apply in general for the CRLB expression in (31) an 04 ‘ ‘
(32). To extend the results in Propositions 5-7, a contisuo 0 Normalized jammer gl)%weF’J 15
approximation of the CRLB expression can be considere _
From (32), it is noted that the CRLB can have finitely mankig 4. CRLB corresponding to each target node and max-mihECRr
discontinuities, the number of which is determined by th#e whole network for the scenario in Fig. 3.
number of anchor nodes. Hence, by approximating the CRLB
from below (so that it is still a lower bound) around those VI. NUMERICAL EXAMPLES
discontinuities leads to an approximate formulation foickih
the results in Propositions 5-7 can be applied. Investigati In this section, the theoretical results in Section IV are
of such approximations and their practical implications aillustrated via numerical examples. The parameters in §i6)
considered as a direction for future work. settoe =1m., Ny = 2,v =2,andK; = 1fori =1,..., Np,
Remark 4: The theoretical results in this manuscript arand the jammer poweP; is normalized asP; = 2P;/Ny.
valid not only for the CRLB expressions that are derived Has&or each target node, LOS connections to all the anchor nodes
on the considered system model but also for any localizatiare assumed, ang; in (15) is calculated via (14) based on
accuracy metric that satisfies the following propertiés: (9) and the following expressiork;; = 100(|z; — y; |~ 2 that
The localization accuracy improves as the distance betwdenthe free space propagation model is conS|dered as in [40]
the jammer node and the target node increag&s. The First, a network consisting of four anchor nodéés(= 4)
localization accuracy metric is a continuous function of thand three target nodesv{q = 3) is investigated, where the
distance between the jammer node and the target nodenbue locations are as illustrated in Fig. 3. For this scenari
particular, Propositions 1, 2, 3, 4 and Corollary 1 can diyec when P; = 6, Proposition 2 can be applied as follows:
be extended when conditidp) is satisfied. On the other hand,CRLBy, »,’s are calculated from (17), an@RLBy; with
the results in Propositions 5, 6, 7 and Corollary 2 are valid = 1 andi = 3 is found to be the minimum one. Then,
when both conditior() and (i7) are satisfied. Since the firstit is shown that the conditions in Proposition 2 are satisfied
property should hold for any reasonable average performarior £ = 1 and¢ = 3, which means that the solution of
metric for localization, the results in Propositions 1, 24&nd the whole network (i.e., the solution of (15)) is determined
Corollary 1 can be considered to be valid for generic systeny the subnetwork consisting of target node 1 and target
and jamming models. node 3. Then, Proposition 3 is invoked, and the optimal
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lllustration of Corollary 2 for the scenario in Fig. 5

Fig. 5. The network consisting of anchor nodega6], [10 0], [0 10], and Fig. 6.
[10 10] m., and target nodes & 5], [4 1], [8 8], and[9 2] m.

1.3 T
O CRLB for Target 1|
location of the jammer node and the corresponding ma 12} 2 CRLB;orTargetz
min CRLB are calculated as(® = [4.8713 4.5898 m. and CRLD o Toroet 4
CRLB; 3 = 0.9279 m?, respectively, based on Proposition 3 11r| ¥ max-min CRLB A

(i)-(c). In Fig. 3, the optimal locations of the jammer node
are also shown (via the green line) for various valuesPof
ranging from0.5 to 15. In this scenario, the condition in
Proposition 6-(b) is satisfied fof; = 1 and ¢, = 2 when
P; is lower than2.7, and for¢; = 1 and /¢, = 3 when
Pj is higher than5.8, which imply that the optimal jammer
location is determined by target nodes 1 and 2#pr< 2.7, 71 i
and by target nodes 1 and 3 fdt; > 5.8, as described

in Proposition 6-(a). For the remaining values Bf, the 06} 1
condition in Proposition 6-(b) is not satisfied, which ingdli

that the solution belongs to the interior of the trianglenfed 055 s 0 15
by the locations of all the target nodes and that the CRLBs f i i

Normalized jammer poweP;
all the target nodes are equalized as a result of Propodition

It should be noted that since the distances between thettarfge 7. CRLB corresponding to each target node and max-mihBCfr
nodes and the optimal locations of the jammer node are Iarrf{?eer""hOIe network for the scenario in Fig. 5

thane = 1 m. (that is, the constraints in (15) are ineffective),

the solution of (15) is equivalent to that obtained in thecsioe corresponding values are obtained@LB; 3 4 = 0.7983 m?

of the distance constraints; hence, the results in Prappsit and z"pt = [5.5115 5.5717] m., and the calculations show
4-7 can be invoked. In Fig. 4, individual CRLBs of all thehat the CRLB for target node 2 is larger th@RLB; 5 4 for
target nodes and the max-min CRLB of the whole netwottke optimal jammer location. Also, according to Corollary 2
are plotted versus the normalized jammer power. From ttiee optimal location of the jammer node cannot be inside

figure, it is observed that the max-min CRLB of the wholany of the circles centered at target nodes3, and 4 with
network is equal to the CRLBs of target nodes 1 and 2 feadii |1 — 21% |, |zs — 2%, andd.y:, respectively, which
P; < 2.7, and is equal to the CRLBs of target nodes 1 andi8 confirmed by Fig. 6. Hence, Corollary 2 can be useful
for P; > 5.8 in accordance with Proposition 6. For the othefor reducing the search space for the optimal location of the

yalues of Py, the CRLBs of all the target nodes are equalizedmmer node. Since the distances between the target nodes an

in accordance with Proposition 5 and Proposition 6. z‘l)p;4 are larger tham = 1 m.; that is z‘l)p;4 is an element of

Next, another scenario with four anchor nodes and foge| ||z — ;| >, i = 1,2,3,4}, the solution of (15) is the
target nodes is investigated, where the node locations aeme as that of the subnetwork consisting of target nodes 1,
as shown in Fig. 5. For®’; = 6, when Proposition 7 is 3, and 4 in this scenario. In Fig. 5, the optimal location @& th
employed in this scenario, it is observed that the subné&twgammer node is also investigated for the values’gfranging
consisting of target nodes 1, 3, and 4 achieves the minimdrom 0.5 to 15 (the green line in the figure). Proposition 7
max-min CRLB among all possible subnetworks with threiadicates that the subnetwork consisting of target nodes 1,
target nodes. In addition, the condition in Propositiorbpi¢ 3, and 4 achieves the minimum max-min CRLB among all
not satisfied, which implies that‘fp§4 belongs to the interior possible subnetworks with three target nodes for all values
of the convex hull (triangle) formed by the locations of &trg of P; in this range. It is also observed that the condition in
nodes 1, 3, and 4; hence, as stated by Proposition 5, the CRIgast (b) of Proposition 6 is satisfied with = 1 and/; = 3 for
of target nodes 1, 3, and 4 are equalized. Accordingly, tliee values of?; lower than3.6, which implies that the solution
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is shown thatz‘l’p?f5 belongs to the interior of the convex hull

(triangle) formed by the locations of target nodes 1, 3, and
5, and the CRLBs of target nodes 1, 3, and 5 are equalized
in compliance with Proposition 5 (see the algorithm at the
end of Section IV.). In accordance with these findings, the
corresponding values are obtained@LB; 5 5 = 0.8392m?
and 2% ; = [5.2987 4.0537]m., and the CRLBs for the
other target nodes are shown to be larger td&®1.B; 3 5 for
the optimal jammer location. In this scenario, similar te th
prewous scenar|os;‘1’p?f5 is an element of{z |||z — x| >

e, 1=1,2,3,4,5}; hence, the solution of (15) is the same as
that of the subnetwork consisting of target nodes 1, 3, and 5.
Corollary 2 imposes that the optimal location of the jammer
node cannot be inside any of the circles centered at target
nodesl, 3, and5 with radii [|@; — 29% ||, dnr, and||a@s — 5% ||,
respectively, which can easily be verified in this exampte. |
Fig. 8, the optimal location of the jammer node is also shown
for the values ofP; ranging from0.5 to 15. In compliance
with Proposition 7, the subnetwork consisting of targetesd
2, 3, and 4 achieves the minimum max-min CRLB among all
possible subnetworks with three target nodes for the valfies
P lower thanl.7, the subnetwork consisting of target nodes
2, 3, and 5 achieves the minimum max-min CRLB fBy
betweenl.7 and 3.9, and the subnetwork consisting of target
nodes 1, 3, and 5 achieves the minimum max-min CRLB for
P; above3.9. Since the distances between the target nodes
and the optimal location of the jammer node are larger than
e = 1m. for all P; in this scenario, the solution of (15) is
the same as those of the aforementioned subnetworks for the
respective ranges aP;. Considering the values af; lower
than 1.7, the condition in Proposition 6-(b) is satisfied with
¢y = 3 and{; = 4 for Py < 1.1, which implies that the
solution is determined by target nodes 3 and 4fyr< 1.1
as described in Proposition 6-(a), and foi < P; < 1.7
by Proposition 6-(b) the optimal jammer location is shown to
belong to the interior of the triangle formed by the locasion

0.4 L
0 5. : 10 5 15 f target nodes 2, 3, and 4, and the CRLBs of target nodes 2
Normaliz mmer pow! 0 9 ' L arg '
ormalized jammer power; 3, and 4 are equalized due to Proposition 5. Similarly, based
Fig. 9. CRLB corresponding to each target node and max-mibBCRr on Propositions 5 and 6, it can be shown for < P; < 3.9

the whole network for the scenario in Fig. 8

that the optimal jammer location belongs to the interiortaf t
triangle formed by the locations of the target nodes 2, 3,59nd

is determined by target nodes 1 and 3Ryr< 3.6as specified and that the CRLBs of target nodes 2, 3, and 5 are equalized.
by part (a) of Proposition 6. For the other valuesiof, the In a similar fashion, it can be shown fa@?; > 3.9 that the
condition in Proposition 6-(b) is not satisfied, indicatitrgat Optimal location of the jammer node is determined only by
the solution belongs to the interior of the triangle formad btarget nodes 1 and 5 faf; > 8.5 as described in Proposition
the locations of target nodes 1, 3, and 4, and the CRLBs &f(@), and for3.9 < P; < 8.5 it belongs to the interior of the
target nodes 1, 3, and 4 are equalized in accordance whitiangle formed by the locations of target nodes 1, 3, and 5,
Proposition 5. In Fig. 7, the CRLBs of the target nodes and tMéich results in the equalization of the CRLBs of target reode
max-min CRLB of the whole network are plotted versus thé 3, and 5. In Fig. 9, the CRLBs of all the target nodes and
normalized jammer power for the values Bf ranging from the max-min CRLB of the whole network are plotted versus
0.5 to 15. In accordance with the previous findings, based dhe normalized jammer power for the values ff ranging
Proposition 5, Proposition 6, and Proposition 7, the CRLE§mM 0.5 to 15. All the previous findings are confirmed by
of target nodes 1 and 3 are equalized to the max-min CRIBs figure.
of the whole network wher®; is lower than3.6, and for the ~ To analyze the effects of the SNR on the jamming per-
other values ofP; the CRLBs of target nodes 1, 3, and 4 aréormance, the max-min CRLBs for the networks in Fig. 3,
equalized to the max-min CRLB of the whole network. Fig. 5, and Fig. 8 are plotted in Fig. 10 versus the spectral
In the final scenario, the network in Fig. 8 with four anchodensity level of the measurement noi$&,, where P; = 10
nodes and five target nodes is considered. Via Propositioni employed. As expected, an increaseNp (equivalently,
it is calculated forP; = 4 that the subnetwork consistinga decrease in the SNR) results in a higher max-min CRLB.
of target nodes 1, 3, and 5 achieves the minimum maS%ince the network geometries in Fig. 3, Fig. 5, and Fig. 8
min CRLB among all possible subnetworks with three targate similar to one another (that is, in particular, the ancho
nodes, and by checking the condition in Proposition 6-(b), modes are located at the same positions), the max-min CRLBs
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Fig. 10. Max-min CRLB for the networks in Fig. 3, Fig. 5, anadjF8 versus
the spectral density level of the measurement nalég, where P; = 10.

for all the three networks are close to each other, as obderv

from Fig. 10. However, there also exist some variations due i1 145
the differences in the numbers and configurations of theetarg
nodes.

For the network in Fig. 3, the minimum CRLB of the target
nodes is plotted versus the location of the jammer node i
Fig. 11, whereN, = 2 and P; = 10 in Fig. 11-(a) and
Ny = 50 and P; = 10 in Fig. 11-(b). In the first scenario,
the optimal location of the jammer node is given by,; =
(5.031,4.567) m. where the CRLBs of the target nodes 1 and ! 184
are equalized as specified by Proposition 6. On the other,har
in the second scenario, the optimal jammer locatios.js =

i
~

135

Min. CRLB [m?]

6
(4.14,3.394) m. and the CRLBs of the target nodes 1 and : vertical [m] 4 horizontal [m]

are equalized in accordance with Proposition 6. From Fig. 1
and the location constraints shown in Fig. 4, the nonconyexi
of the optimization problem in (15) can be observed cleénly. (b)

addition, it is noted that the minimum CRLB becomes more

sensitive to the location of the jammer node when the spectr#- 11. The minimum CRLB of the target nodes versus the iooaif the

. S ] de fi =2 and (b) N = 50, where P, = 10.
density level of the measurement noise is lower; that is, tha'me" node for (@Yo = 2 and () No wnerers

minimum CRLB changes by larger factors with respect to the

jammer location in Fig. 11-(a). nodes are lost when the SNRs get below the critical SNR
In order to investigate the optimal jammer placement prokevel (cf. (31) and (32)). Also, up t&; = 338.5, the max-min
lem based on the CRLB expression in (31) and (32) iBRLBs with and without the consideration of lost connection
Section V, consider a critical SNR level for the receivers abke the same values. Considering that both of the max-min
the target nodes &NRy,, = 1 (i.e.,0dB). In addition, let the CRLBs achieve the value df7.23 m? just beforeP; = 338.5
E;; parameter in (29) be given b¥;; = 2000/|=; — y;[|°>. and that the maximum distance between the anchor nodes is
Then, it can be shown that the critical distancég,“, are equal to10v/2m in the network, it can be concluded that
lower thane = 1m. (cf. (11)) in all the cases consideredhe extended formulation based on the CRLB expression in
in the previous numerical examples. Hence, the results #84) and (32) reduces to the original formulation based on
valid for the CRLB expression in (31) and (32), as welithe CRLB expression in (13) and (14) for the practical ranges
To provide an example in which the differences due to thef localization accuracy in this example (i.e., the diffeces
CRLB expression in Section V can be observed, reconsidee observed only for the cases in which the localization
the network in Fig. 3 in the presence of higher powers faccuracy is unacceptable for practical applications).nfFro
the jammer node. Fig. 12 illustrates the CRLBs for the targEtg. 12, it is also observed that the CRLBs of target node
nodes, together with the max-min CRLB, where the optimal 1, and3 go to infinity at P; = 419.5, P; = 468.6, and
locations for the jammer node are obtained based on the CREB = 747.1, respectively, due to the loss of connections to
expression in (31) and (32). For comparison purposes, te anchor nodes. As a result, the max-min CRLB becomes
max-min CRLB corresponding to the optimal locations foinfinity after P; = 747.1. Table | presents the optimal jammer
the jammer node obtained from the CRLB expression in (1B)cations according to both formulations for various valoé
and (14) is also illustrated in the figure (labeled as “or’djiijn  the normalized jammer power. It is noted that the change in
It is noted that there exist discontinuities in the CRLBs duthe optimal location of the jammer node with respectitp
to the fact that the connections between the anchor andttargerelatively noticeable according to the extended formaoita
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Fig. 12. CRLB of each target node and the max-min CRLB of thevok

for the scenario in Fig. 3, where the optimal locations fa fammer node
are obtained based on the CRLB expression in (31) and (32).ndx-min
CRLB corresponding to the optimal locations based on the ERxpression
in (13) and (14) is also shown (‘original’).

TABLE |
THE OPTIMAL LOCATION OF THE JAMMER NODE ACCORDING TO THE
ORIGINAL AND EXTENDED FORMULATIONS FOR THE SCENARIO INFIG. 3.

[ Py | Original formulation [ Extended formulation|

320 | (5.2802, 45314) m| (5.2802, 4.5314) m.
339 | (5.2807, 45313) m.| (5.4610, 4.5046) m.
420 | (5.2822, 45311) m| (4.9232, 4.7215) m.
470 | (5.2829, 45310) m.| (4.6000, 4.6286) m.
747 | (5.2849, 4.5306) m.| (4.6092, 4.6256) m.

compared to that according to the original formulation, f

which the change is almost indiscernible.

VIl. CONCLUDING REMARKS

z

The problem of optimal jammer placement has been pr|$—
posed for maximizing the minimum of the CRLBs for a p.
number of target nodes in a wireless localization system. "

Theoretical results have been obtained for specifyingaies

in which the jammer node is located as close to a certain
target node as possible, or the optimal location of the jamme

12

system can be adjusted accordingly in order to satisfy cer-
tain accuracy requirements in all scenarios. (A target node
can measure the received noise level in certain intervals to
determine the presence and power level of the jammer node.)
In addition, for applications in which the anchors nodesioan
moved, the locations of the anchor nodes (hence, the gepmetr
of the system) can be adapted for reducing the effectivesfess
jamming (cf. (14)). Furthermore, if possible, additionathor
nodes can be employed depending on the required localizatio
accuracy and the severity of jamming.

Although the jammer node is assumed to know all the
localization related parameters in this study, the restdis
also be extended to scenarios with certain types of unogytai
For example, ifR1,..., Ry, K1,..., KNy, and Ny in (15)
are confined to linear uncertainty sets as in [40], it can be
shown that a robust jammer placement algorithm can be
designed based on the minimum possible values of these
parameters in the uncertainty sets. Since the structurbeof t
CRLB expressions will not change, all the theoretical rssul
will be valid in that scenario, as wéll.

APPENDIX
A. Proof of Proposition 1

First, an upper bound is derived for the optimization prob-
lem in (15) as follows:
K;Py

No
)
|z —zi” 2
K,P N K,P N
< max Ry L —— =Ry eIy 0
z Iz — x||” 2 ev 2

(35)

max  min
z 4e{l,...,Nr}

0\{yhere the inequality follows by definition, and the equality

obtained from the constraint in (15). Next, towards the afm o
proving the achievability of the upper bound in (35) under
the conditions in the proposition, the following relatios i
presented for € {1,...,Np} \ {¢} and for all z such that

—xyl| =¢€:
KiP N Kl'P N
(P ) g (P Y
Iz —zil” 2 (i — 2l + )7~ 2

K,P, N
sn (B R) @)

node is determined by two of the target nodes. Also, explid’?{here the first inequality follows from the triangle ineqal

expressions for the optimal location of the jammer node halfet is, [z — @il < flzi — 2| + [z — 2| = 2

been derived in the presence of two target nodes. In tfiell + & and the second inequality is due to the condition
absence of distance constraints for the jammer node, it H3s(16)- The inequality in (36) fori € {L,..., Nz} \ {{}
been shown that the optimal jammer location lies on tHEPlies that, for|z —a;|| =  and under the condition in
convex hull formed by the locations of the target node&l6). the upper bound in (35) can be achieved as follows:

equalizes the CRLBs of at least two of the target nodes, and min
is determined by two or three of the target nodes. Numeric l'Kepf}

examples have provided an illustration of the theoretiesiliits
in different scenarios. Performing experiments to evaluihe
effects of jamming and to investigate the optimal location

a jammer node in a practical wireless localization system c

be considered as an important direction for future work.

Based on the results in this manuscript, various guidelin
can be provided related to jamming mitigation in wireles

localization systems. Since the solution of the optimalrjean

placement problem (cf. (15)) corresponds to the maximul
degradation that can be caused by a jammer node, the trang.

K»;P N o K P' N B
Ri(Hzfmfuv +3) = Re(llzfm/u" +7°) -
(B ) iset{z oz —all = ¢ & |z - @i >

e,i=1,....,0 — 1,0+ 1,...,Np} is non-empty. In other

fwords, under the conditions in the proposition, the optaniz

on problem in (15) achieves the upper bound in (35) for
ﬁlz — xy¢|| = e. Hence, the solutiorz°P* of (15) satisfies
%é‘)?t — x| = ¢ if the conditions in the proposition hold.

8In practice, the jammer node can obtain information aboeiidbalization
parameters by, e.g., using cameras to learn the locatiortbeofarget and
anchor nodes, performing prior measurements in the envieon to form
atabase for the channel parameters, and listening talsipetween the

mitted powers of the anchor nodes in the wireless locabmati anchor and target nodes [8].
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Fig. 13. lllustration of the scenario in P4dit) of Proposition 3.

B. Proof of Proposition 3

(i) If |21 — 22| < 2¢, the optimal location for the jammer (a) (b)
node, z°P*, is equal to one of the two intersection points ofig. 14. (a) lllustration for the proof of Proposition 5. (Hjustration for
the circles centered at; and z, with radii . In that case, the proof of Proposition 6.

[|z°Pt — x1|| = ||2°P* — x2|| = ¢ is obtained, which achieves
the upper bound of the problem in (15) fof = 2. Hence, and CRLB, (2", ,.) > CRLBy, (2", ,.). In this case,
the solution of (15) is given by°r". CRLBy, 1,0, in (24) is equal toCRLBy, (z;", , ). Then,

(i) Suppose thaflx; — x2|| > 2e. Consider the straight
line segment between; and x». Let z; and z; denote,
respectively, the intersections of this line segment with t
circles centered at; and x5 with radii ¢, as illustrated in
Fig. 13. Denote the straight line segment betwegnand SUch thatz; = z_jf’szh + (20 = 207, 1,)0/ 120 — Z_Z),tez,eaH
zo as Liy. First, it can be proved that for any feasibldelongs to the interior of{ for 6 € (0, A) (see Fig. 14-(a)
location z*+ that is not onLy,, there exists a locatiop* for illustration). For a given value of € (0,A), z; also
on L, which satisfies eithefiz* — || < [z — 1| & corresponds to the projection of,”,, ,, onto the triangle
2% — @] < |27 — xa| or ||2* — x| < ||zt — x| Withvertices atz;, x(,, andx,,. Therefore, based on similar
& ||z* — xo|| < ||z* — x| (the detailed proof for this @rguments to those in Proposition 4, the projection theorem
statement is not included due to the space limitation). &ind45] can be invoked to show that; is closer to both target
the CRLB is inversely proportional to the distance betwedipdels and target nodé; thanz;?, , ; that s,
the jammer and target nodes, it is concluded #af(i.e., any

consider the projection of™', , onto the straight line that
1,£2,43

passes through target nodésand /5, and denote it byz.
Sincez;™, ,. belongs to the interior oft, there exists\ > 0

opt
location not onL;,) cannot be a solution of (15) faV; = 2. 125 = @es || < 12070, 6, — @t (37)
Hence, the optimal location for the jammer node must satisfy llzs — xe || < ||z;’1ptg2 0y — Tas |- (38)
[|z°Pt — @1 || + ||z°P" — &2 = ||z — 1| together with the . L o
distance constraint$z°Pt — x| > ¢ and || 2Pt — a5 > e. Based on Lemma 1 in Appendix D, (37) and (38) implies that
In addition, if the condition in(ii)—(a) is satisfied, it means lzs — @, || > 1257, , — a0 |- (39)
- 1,£2,£3

that the CRLB for target nodé is the minimum CRLB for o _
all z on Lis; hence, the optimal solution is to place thérom (37)—(39), it is concluded via (25) that

jammer node as close to target node 1 as possible in this opt

case; i.e.,||z°P' — x1]| = e. Similarly, if the condition in CRLBu, (2, ¢,) = CRLBy, (25) (40)

(17)—(b) is satisfied, the CRLB for target nodebecomes the CRLBy, (z‘;ftgz ¢,) < CRLBy, (25) (41)
ini opt _ A

minimum CRLB for all z on L2, and ||z°P* — x| = ¢ CRLBZS(Z?T@,@) < CRLBy, (25). (42)

is obtained. For the condition iii)—(c), first suppose that

[|2°Pt —a1|| > d*, whered* is as defined in the proposition. '”SinceCRLBgl(zjf_tb_h) > CRLBy, (207, , ) and the CRLB
this case, the CRLB for target node 1 becomes the minimufg, (25) is a contindous function of the ‘distance, there exist
which is lower thanR,(KP;/(d*)" + No/2) (see (19)). 5 ¢ (0,A) such that

Hence, a contradiction arises, implying that’** — ;|| > d*

cannot hold. Similarly, in the case dfz°"* — x| < d*, CRLBy, (z5) > CRLB, (zjf’_tb_%)

the CRLB for target node 2 becomes the minimum, which is _ _opt

lower thanRy (K> Py /(|1 — @a| — d*)” + No/2) (see (19)), = ORLB 6 60 (2 0 0) - (49)
which leads to a contradiction. Hence, the optimal solutiophe relations in (40)—(43) together Wil RLB,, (2% ) >
must satisfy||z°P* — = d* under the condition ir(ii)— o o e
(©. Yz = i 'f”). CRLBy, (277, ,,) and  CRLB, (2", ,.) >

CRLBy, (277, ,,) imply that there exists) € (0,A) such

that CRLBy, ¢, ¢,(2z5) > CRLB, 4,4, (2,7, ,,). Therefore,

C. Proof of Proposition 5 . z,™, . is not optimal, which leads to a contradiction. Hence,
op 5"

Consider target nodes, (5, and/;, and letz}" ), ,. denote it is not possible that the CRLB for one of the target nodes is
the optimizer of (24). Also, le#{ represent the convex hullthe minimum and those for the other target nodes are strictly
formed by the locations of the target nodes, which corredporiarger forzolpt2 05
to a triangle with the target nodes at the vertices. As stated Secondly, suppose that two of the CRLBs for the target

the proposition,zzpfé2 ¢, belongs to the interior o}. nodes are the same and that for the other target node is
First, suppose that the CRLB for one of the tararger. Without loss of generality, I6@€RLBy, (2{", , ) >
get nodes is the minimum and those for the other ta:RLB,, (29" , ) = CRLB,, (2", , ). Based on the same
opt 2\ 0y ,0o,05 L3\ =0y ,02,03)"

get nodes are strictly larger foe,”, , . Without 10ss zrguments as in the previous case, it can be shown that
of generality, IetCRLBZl(z;’f}z,ZS) > CRLBZS(zEf’722753) there existszs for which the relations in (40)-(43) hold.



14

Therefore, CRLBy, r,.¢,(25) > CRLBy, 0505 (z}’lpt,z2 ¢,) is In addition, since the CRLB is a continuous function of the

obtained, resulting in a contradiction. Hence, the onlgitele distance, there always exists a sufficiently smdat- 0 such
scenario in whichzjffbj_% belongs to the interior of{ is that CRLB, (2) > CRLBy, ., (see (45)). Hence, based

the one with CRLB,, (Z(Z)f).tb.ze) = CRLBZZ(ZZPZ ) = on similar arguments to t?ose abov@I[s{Lle(z‘f) is 6not
CRLBy, (2%, ,). T T @ the minimum of{ CRLBy, (27), CRLBy, (21), CRLBy, (29)}.
1,£2,£3

Therefore, based on (47) and (48), it is concluded that

D. An Auxiliary Result min{CRLBy, (23), CRLBy, (2}), CRLBy, (23)}

Lemma 1: Consider a triangle in a two-dimensional space min{CRLBy, (21), CRLB, (21), CRLBy, (21)}  (49)

with verticesA, B, andC, and a pointP; inside the triangle. which contradicts the optimality of;. Hence, it is proved via
Let da1, dp1, and dc,; denote the distances df; from contradiction that no locations on the straight line segmen
vertices A, B, and C, respectively. Consider another pointbetweenz,, andz;’f’fg3 can be optimal.

P, on the triangle with distanceg, », dp 2, anddc > from Secondly, suppose that, is an optimal location for the

vertices A, B, and C, respectively. Ifdg > < dp; and jammer node, which lies on the straight line segment between

doo <dca, thendas > da . x, andzy™, , wherez;™, is the optimizer of (26) for target
nodes/; and3£3, corresponding t@CRLBy, (,. Let the upper

E. Proof of Proposition 6 bound in (27) be denoted by,,. Then, it is obtained that

Part a): Consider the scenario in which the optimal jammer CRLBe, b, = Ry (Koo Py /diy, + No/2) - (50)

location is on the boundary of the triangle formed by targ&fince CRLB,, ,, < CRLBy,,, as stated in the propo-
nodes/y, (2, and (3. First, suppose that; is an optimal sjtion, the equalizer property in Corollary 1 implies that
location for the jammer node, which lies on the straight linerLB,, ,, < CRLBy, (25", ), which, via (25) and (50), leads

z
segment between,, andz;"', , wherez,, is the location of o bt
target node/; and 2", is the optimizer of (26) for target dine > ||lze, — 2% || > |0, — 2o (51)
. 3 1,631 — 3

L
nodes?; and/s, which ?:orresponds tO€RLBy, ¢,. As stated _ _
in the propositionCRLBy, s, < CRLBy, /,. Therefore, due where  the last inequality follows from the

to the equalizer property in Corollary GRLBy, (2{", ) < definiion = of = z5.  From (50) and (51), it s

CRLBy, (27™,,) must hold. Then, the following relations argPbtained that CRLBy,(z2) =~ > CRLBy,,,. Since

obtained. min{CRLBy, (z2), CRLBy, (z2), CRLBy, (2z2)} is
' upper bounded byCRLBy, ,, by definition (see (24)
e, — Z‘ZT@H > ||ae, — Z(Z%H > |, — 21| (44) and (26)), it can be concluded from the relation

CRLBga(Zz) > CI{LB[h[2 that CRLB[S(ZQ) is not a
where the first inequality follows fronCRLBy, (zjf’&z) < minimum of {CRLBy,(22), CRLBy,(22), CRLB,(22)}.

CRLBy, (z?pteg) and (25), and the second inequality is by thdhen, a new locatiorz§ can be defined as in the first case,
definition of Iocationz; (see Fig. 14-(b) for illustration). The and it can be shown that, cannot be optimal (cf. (47)—(49)).

inequality in (44) and the equalizer property in Corollary 1 Based on similar arguments to those in the two cases above,
imply that it can be shown that no locations on the straight line between

xy, andxy, can be optimal.
CRLBy,(z1) > CRLBZl(z;’j’sz) = CRLBy, o, - (45) Next, suppose thats is an optimal location for the jammer

node, which lies on the straight line segment betwegnand

o o e Dops_efintions in (24) and (26). 18r, (excluding=7?",), wherez", is the optimizer of (26)

for target nodeg; and/,, which corresponds t¢RLBy, ,.

CRLBy, 1,1, < CRLBy, , . (46) Since|lzs, — 27", || > |®e, — 23], it is obtained that
Sincez; is an optimal solution of (24)CRLBy, ¢, ¢, is equal CRLB;, (23) > CRLBy, (2;",) = CRLBy, 4, (52)

to min{CRLBy, (21), CRLBy, (21), CRLBy, (21)}, which, \here the equality is due to Corollary 1. Based on

together with (45) and (46), imply tha&tRLBy, (21) is not g ilar  ar ; 4

o 1 guments to those in the first two cases,
a minimum of {CRLBy, (1), CRLBy, (21), CRLBr, (21)}. (52) implies that CRLBy,(23) is not a minimum of
Then, a new locatiorz{ is defined, which is at distance Of{CRLBZ (23), CRLBy (Zg)SCRLBg (23)}. Then, a new lo-

0 > 0 from 2 and is on the straight line segment betwegn caiion 24 can be defined as in the first case, and it can be
and the projection o, on the straight line that passes througy,5\vn thatz cannot be optimal (cf. (47)~(49)).

¢, and z,,, as shown in Fig. 14-(b).Since the distance " Finay if 2, is an optimal location for the jammer node,

betweenz¢ andx,, (x,,) is smaller than the distance betwee hich li ; ; opt
: S ich lies on the straight line segment betweagn and
z, andx,, (x,,) (based on the projection theorem [45] an g g ashiandzy, .,

H opt H . —
similar arguments to those in the proof of Proposition 43, t pergligﬂ'snggéfé&%; ngnzitsggvt\ggtliﬂ]?llSlmllar manner to the
1 1 H . 4 .
following relations are obtained from (25): Overall, the only possible location on the boundary of the
CRLBy, (29) > CRLBy, (21) (47) convex hull (triangle) isz;™, for which CRLBy, (27™,,) =
CRLB, (20) > CRLBy, (1) 48) CRLBy,(27V),) due to Corollary 1. Hence, if the optimal
° ’ jammer location is on the boundary of the triangle formed
"Note thatz? is not required to be on the triangle formed by the Iocationpy target nodeg,, ¢, and /s, then the optimizer of (24) is

: : ) t
of the target nodes; it may also be outside that triangle. equal tozﬁib.
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Next, consider the two possible cases £GP, :

Case 1-(a)iIn this case, z"pt belongs to theinterior of
the triangle formed by target node,s;, and/*, as shown in
Fig. 15-(a). Then, by Lemma 1 (see Appendix D), it follows
from (54) that

N i lze — zf?tkH < || — sz;té* (55)
Nk oz
! which impliesCRLB- (z OIJ’t ) > CRLBy« (2 ‘;pfz*); hence, the
(a) (b) following relation is obtained: '
Fig. 15. lllustration for C 1 of th f of P iti C 1-(a), o o
(t;)g o 1_1(1§)ra ion for Case 1 of the proof of Proposition(d) Case 1-(a) CRLBy- (zzl;tk) > CRLB,- (ziE'TZ*) > CRLB, i

> CRLB; ;r (56)
Part b): If the condition in (27) holds, it then follows form
(25) thatCRLBy, (Z?ptz ) > CRLB,, 4,. Then, Proposition 2 where the second inequality follows from (24) and the third

can be invoked to conclude tha@pt is the optimal jammer inequality is due to the assumption in the proposmon The

inequality in (56) indicates that the optimal jammer looati
location corresponding to (24). Hence the optimal logatio optk obtained by considering target nodesj, and k only

for the jammer node is on the boundary of the conve.i
hull (triangle) formed by the target nodes. To prove threSUItS in a larger CRLB for target node than CRLB, ; 1,

¢* is an arbitrary target node witli* ¢ {i, 7, k}.
necessity of (27), suppose that the optimal jammer locati ere ’
is on the boundary of the triangle. Then, the proof of P frerefore, for the jammer node Iocatroﬁp o+ the objective

a) shows that the optimal location for the jammer no gnction in (53) becomes

is szté , which achieves a CRLB denoted MyRLBy, ¢, . min  CRLB,,(2%",) = CRLB; j 1. - (57)

Due to the formulation in (24),CRLBy, ¢, is equal to me{l,...,Nr} “ -

min{CRLBy, (2;",), CRLBy, (27™,), CRLB, (277,)} i SinceCRLB,_; ; is an upper bound on (53) (since only three

this scenario. HenceCRLBy, (2, ,) > CRLBy, ,, must target nodes are considered in (24)), which is achieved for

hold, which, based on (25), Iead15 to (27). [ | z‘f;tk as specified in (57), the solution of (53) is given by

N °ptk under the conditions in the proposition.

F. Proof of Proposition 7 Case 1-(b)in this case,z"ptk is on the edge of the triangle

Consider the optimal jammer placement problem in (15) igonnecting target nodesand ¢, as shown in Fig. 15-(b).

the absence of distance constraints: (The same arguments below apply to the case in wh{Ef,
max  min  CRLB,(z) (53) is on the edge of the triangle connecting target noﬁeﬂd
z  me{l,...,Nr} ¢*.) Then, it is first obtained thatRLB; - > CRLB; j ¢ >

where CRLB,,(z) is as in (25). The aim is to prove thatCRLBi where CRL*Bz A d(e]r)ttotes the solution of (26)
the optimizer of (53) and the corresponding optimal valur target nodes and (*. Let z;,. denote the optimizer of
are equal tonp ‘. and CRLB, ;. respectively, which are (26) that results iCRLB; ¢-. Due to the equalizer solutions
as defined in the proposition. Based on Propositior co:jre;pondlntg tdjSRIé]?&fB and gRIé%ﬁBk (see C(?rollatrr)]/ tl
lies on the convex hull (triangle in this case) formed’ y th@" rorl?)tsr ion 5), Zﬁgt ik implies tha
locations of target nodes j, and k. RLB;(2.) > CRLB;(277). Hence, the distance be-
Case 1:First, assume that‘™’, belongs to theinterior tween 275. and target node is smaller than or equal to
of the triangle formed by these target nodes. Then, frothe distance betweerzop‘,C and target node. Since both
Proposition 5, the max-min solution in (24) for target node§opt and z° tk are on the straight line segment connecting
i, j, and k egpl{allzes the CRLE’; of these target | nodes tht”‘a:lrget nodési and ¢*, the following distance relation is
SRSSLB (N Js t) C(}}LBt i(%; {k) d?e* CP:]LE#( d]ﬁ :t obtained: ||z, — zf;tkn < e — zfii” which leads to
i.5.k- Next, consider target nod&, which is differen ) opt (0Pt
from target nodes, j, andk. Since all the targets are on the CRLBy: (277 1) > CRLBe- (2 ”*)’ hence, it follows that
two dimensional space:,"ptk must be on one of the triangles Ry B,. ( opt .) > CRLB- (2 f‘}i) (58)
formed by target nodé* and any two of target nodes j,
and k. Without loss of generality, let that triangle be formed 2 CRLB; ¢+ > CRLB; ¢ > CRLBi -

by target nodeg”, i and j (see Fig. 15), and let the max-Then, arguments similar to those in Case 1-(a) can be em-

min solution in (24) for these three target nodes be denotg@yed to prove that the solution of (53) is given bﬁf . in
by CRLB; ;¢ with the corresponding optimizer oimz*. this case, as well.

Since CRLB; j ¢~ > CRLB; ; ; by definition, CRLB,; ; ¢-
min{ CRLB;(2"',.), CRLB; (2°"",.), CRLB,- (252",.)}

Case 2:Secondly, consider the case in whictf®', is

Zi o Z; g Zi g on the boundary of the triangle formed by target nodes
CRLB;;x = CRLB;(z "pt ») = CRLB;(2") i, j, and k. Let 2™, be on the straight line connecting
CRLB (¢ opt ) must hold. Therefore CRLB; (2 optg*) target nodes and j without loss of generality. Then, from
CRLB, opt opt o Proposition 6, the jammer Ioc:atrczrj’pt equalizes the CRLBs
(z:7°.) and CRLB;j(z;",.) > CRLB,(z;",) are

AV H

s L i\Zijik for target nodes and j, and is glven by the optimal so-
obtained, which imply that (cf (25 J

. Py . (cf. (25)) . . lution of (26) correspondrng to target nodéesand j; that
i — 255 e || < s — 27501 1y — 275 | < [l — zf‘; kll is, 2%, = 2% and CRLB,;; = CRLB,;. Since the

network consisting of the target nodieandj is a subnetwork



of the network consisting of the target nodgsj, and ¢*,
the following relation holds:CRLB; ;,» < CRLB;;. On
the other hand, sinc€RLB; ;i < CRLB; ;¢ by defi-

o [24
nition, CRLB; ; < CRLB, ;¢ must also hold. Therefore,
CRLB;; = CRLB; ;¢ in this case, and it can shown thaj !

t
2P

argu
¢* has no effect on the optimal solution for @il ¢ {7, j, k};

i.e., the solution of (53) is given by;"", = 2{"" under the
conditions in the proposition. ' '

opt

= z,., ; Is the only possibility. Then, based on simila
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